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3.1 LE2—D648FE2/=F709T X F DEI

B LE2— H{MLERK
® Glenford J. Myers:The Art of Software Testing
— 1hR 1979%F 2k 2004%F 3k 20114
® Chapter 3: Inspection, Walkthroughs, and Reviews

— ANBIZEBRTRAMNEE, F—LAN—NTOYSSLEEHNTERETE.
mlLE—#S
® )T RIDIMEHFEN—X, EEN—X, BEN—XJE(FIFEC

R IAETEZHINTLS
® IPAFIEICLBE, 70%DH G TITHOA TS <dpEESAILEID>
® FDHEIL?
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® JO+R, FIIZDIVTIEXZENESH TLA.
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mY—)liE
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® EIDY—/)LIF, V—XI—REIEZFETB/-1F
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3.3 CIL (C Intermediate Language) D4 # DEI

B FRRIEEHT D= D ETLIE
® CEZZID, TO0S532 0 5Bt ERGHBEEZEA TLS.
— HEFERBORELICEVNCTHE
® 7T BELREICEHLT BT
® CIL/L, #IEEZAEHTL, R EX K (abstract syntax tree ) THXH TS
CEIZLYBEBR L Z R T 3.

— George C. Necula, etc ;CIL: Intermediate Language and Tools for Analysis
and Transformation of C Programs, CC ‘02 Proceedings of the 11th
International Conference on Compiler Construction, pp 213-228

@ N—IL—XKDFHET, F—T7>Y—XEL TTHRHETA TS
— A\ ALZlZgee ZfELY, BEITERS [LOcamITREdREN TLVS
® Frama-C7Z&, TO0 S LD —/LIL, CILF > TELZLIATLVS

B CILIZKYEIRBATOEININESINT-

— http://kerneis.github.io/cil/
— AICIL: Common Intermediate Language(3i& [ § 55 : Microsoft M.NET)
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Control-Flow Graphs

Data flow analysis framework
Inliner

Points-to Analysis
StackGuard

Heapify (A—hIL 7L 1 018)

One Return
otc AN

Ocaml TiBED
RRIEFTVY

B
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_ EOIIL—ILEFFES
AFHEIE

http://kerneis.github.io/cil/doc/html/cil/
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@ ANLLBCDITOATSALIE, T/ NAILITS—FZA TIEMFZL ()
O TJXNRIEIEFRE AL
— TS0 @QUNAT—IZIEREEICEZBDAYYR)NMEZS

@ 2 TDO—HNRIA—TFEHRI—TICEHRTBDT, FHIEE#5F
ElF #EINE. FDI-& const qualifier [ZEZL7ZL0.

® /11/=%, Bug/ZLB##9/4, Known Bugs and Limitations
— http://kerneis.github.io/cil/doc/htmi/cil/
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3.5 Frama-C DEI

® formal verification (FZzCHI#EHE) LEFRIAEMT DI=DDIL—LT—2
@ /—T Y—X:
® 1FEl: BEHIIERT D=0 DEFET ST 1> 5V F /H AT BE
— 3EBEOEKRLLGEZTZTA4Y
— Value analysis plug-in: 7B%7 5L FOZEFH Dvariation domainszk &5
— Jessie plug-in: ACLS(ANSI/ISO C Specification Langage)lZ kA REE
— WP plug-in: WP (weakest precondition F3ULN\ERISEE) DIREE
— IhoZIERALETSTAUhRBEN TS
— {51
— Impact analysis: ZEDEEDHT
— Scope & Data-flow browsing: 7—427O—f##T
— Slicing: RS540
— Spare code: fEhHNiELNVI—FEH
— PathCrawler : TRANr—RERL
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3.6 Coverity 2t DALY DEI

B REREDOAVFYy—1EXE

® 20034 X4 T4—KRXIZTRIL

® Coverity SAVE : Static Analysis Verification Engine
— PRI T O ZHRIDCEREILKRL
— BRENELLAT DX TaR—ILEIER
— RN

® EZESEHN—F: C,C++, C#, Java

® E#1/-Scalability . XHEELT OIS LIZET G TES

® FEELLIEHEA L)

® EIHILIREEVDEENTETTS Coverity Dynamic Analyzer /5757

28 © DehugEng Debug Engineering Institute



DEI

Concolic testing & & & 3 1l

4 )
4. Concolic Testing D4

N /

29 © DehuygEny pebug Engineering Institute




4.1 Unit testing DfETEL THE DEI

® CUTE: concolic unit testing engine

® CDHT Concolic testing LB FHEH P

— Sen, Koushik; Darko Marinov, Gul Agha (2005). "CUTE: a concolic unit
testing engine for C". Proceedings of the 10th European software
engineering conference held jointly with 13th ACM SIGSOFT international
symposium on Foundations of software engineering. New York, NY:
ACM. pp. 263-272. ISBN 1-59593-014-0. Retrieved 2009-11-09.

® B ERINI—FDI—FH/ Ly FRKAIZT D, BIEFIGATEH
DIE(TRFT—2)ELHTB.
® Tl i HI#E )/ N—E D THEE, B BIEERIENTIZLYT—F T
Iy EFRANET B
— HEH7O—DMEBHWNEVILN—ZFE>THECHEIE, UaihosHoT-.
— Path Crawler: (http://pathcrawler-online.com)
— Frama-C®PathCrawler 7545 1>
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4.2 SR wOFET DEI

® VJL/IN—THEST=0/Z
— WEITAREFNENERTINSETHER T HETHERTH
— FDE=HIZ, DURVYIETHABE
® symbolic execution DK ZF
~ CEEBDHEERZICAUZTIATHDILIETHLERE
— £CT, CillylckdT7RV ML FEA (ASTIE) DR ERE (CilZXRET S
— &2, —EDEITIEpiggy-back A X TITS
— concrete (execution) and symbolic execution =Concolic
— Concrete execution :ZEF D 3E 4T (symbolic execution TIXHELVE

BDEIT)
— Concolic&l, 122T)AN—EEEETTITIV RV IETOER
® XIJwp:
— AVET)IDEREN RS
— IEETHDOEETHD
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® Concolic Execution

.0
Cdobj

Concolic %%

symbolic %%
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A3 D77 0—F DEI

® PathCrawc/r:. (http://pathcrawler-online.com)

— INRBBHHG, TANMT—ADBEE K

— O4FEMLRLTNS.

® DART(Directed Automated Random Testing)

— VILN—TRIFTEVHIEGREZ S LT ANTHES

— Godefroid, Patrice; Nils Klarlund, Koushik Sen (2005). "DART: Directed
Automated Random Testing". Proceedings of the 2005 ACM SIGPLAN

conference on Programming language design and implementation. New York,
NY: ACM. pp. 213-223. ISSN 0362-1340. Retrieved 2009-11-09.

— http://research.microsoft.com/en-us/um/people/pg/public_psfiles/pldi2005.pdf

® EXE(KLEE)

— Dawson, Engler; Cristian Cadar, Vijay Ganesh, Peter Pawloski, David L. Dill
and Dawson Engler (2006). "EXE: Automatically Generating Inputs of Death".
Proceedings of the 13th International Conference on Computer and
Communications Security (CCS 2006). Alexandria, VA, USA: ACM.

® MIZLESDIHFFE
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4.4 FFH A[EEZ tools DEI

® pathcrawler-online.com
— FUS4 L TREFZLARFELTILDS
— Tool BRIEIEAFH
® CUTE and JCUTE
— WARAICRY, N F)—TERINDS
® CREST (CUTE®D# k)
— A —TY—RELTLHE
® CATG, Jalangi (Java /m//7#)
— A —TY—RELTLHE
® Microsoft Pex
— Visual Studio 2010[2&EN 5

® Wikipedia ¢ concolic testing £4¢

34 © DehugEng Debug Engineering Institute



DEI

Concolic testing & & & 3 1l

\_

6. Concolic Testing D/ F#Y

35

B TAMDFREZHRRT DI

© DehuygEny pebug Engineering Institute




6.1 BLEICHIFETIFDEEE BiEZ DEI

B SREIEREAT D E S
® W, fHEN—IXDTI,TILZL . (THFEEYIZESATINBDN? X

m IRFTIWELGI L,
1. TAMDGE

1. JFBAIENCE

2. FEECDLLU AL

3. BAM

2. TALDOIME, aRMRE
B FRSBITORRZBRT AR !
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6.2 EFHIBEMTIX Ltz T XL FHL) DEI

® FFHITANME, RETZBEIZLSIEE TILHEL)
® 1EMHIX

- BHRLIEFLyDEEER

— Concolic ETfTIZKSEELENE

L ST O
ERETIRE) i

~ A&7/
ncolic Testing EHER

\0)%;1&7 RIOA RO R T AMIER
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6.3 REZ/I-L S EEt%HF DEI

— Kaeiji Uetsuki, Tohru Matsuodani, Kazuhiko Tsuda (2013). An Efficient
Software Testing Method by Decision Table Verification, International
Journal of Computer Applications in Technology Vol. 46, Issue 1, 54-64

REHED)

e
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® T RIFEEITLLL:
— TAMT—EADERAFE, TAMNRELRE
® HHCHIFBTAFFEZHZETB
1. AN L 2.3 JFHO2IFHER Fh1FTOTSALEDEZE
BEDGNDGE-2.6 BEGTIMNE FHELGODAE EEE

EROEHRIER

M SERL T35 L5065
1=DT -' {fEREL1=DT
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6.4 REZK/ICLBFFIEIETHE DI EDH E DEI

® FFELTOTSL (FEHMEIIREL)IL, HFDTIFT+5
— BELGOTTANM —RENDIELTANRENLE DL

O BHMESLILIZGBE, DTGEEFESED T H IR FHVEL)

® TZa1—/)LDH, BEHEDSFIL, HRICED TELBD,
FHITIE, EETIXFEMEDIIFEFFER

200 ° 6F HEEXRDOT AR
.. 180 ¢ B : '.
£ - o S
X < ‘ -
% o h 4 > 4:
g 100 . ¢ 3l d
3w . [ e [ DT & 3 £ 5l &
g 60 o}
a 40 : —
N = 1 - -
. TTf;_—____—
% S '€ 0 % 2|4 6 8 1012 14 16 18 20 22 24 26 28 30
TOTSLOWME 3 TS LDEME
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6.5 HHIBFED i ELERIERED T E DEI

B 003 LDHE
O (FHIHEFE+ ZRIERE) ZET T D
® ESAS-TOTSALNS, BEZHEET BDILETEH
O FFHIBEHTIC L BIEHTIX AT BE
B JOJ S LE
® SHIMEENEAZSNB
— WEEDRXIL—I, HlEIL—ILELTRERTKRIEATEE
— B ANZHAICEBRI HEPELTEZRATRE
O FERZHEEIL, RATRIETERE (T—3—fE #ifEE XTEE )
B RERICKAOMEBRAMZE->THDE
® 1L RELZKZIEMT BIETEE
— BRI, HRMASHETES
— EREHKEEOREBZAHRNOHEITHDOIEFELL
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6.6 MDI/FH DEI

B BUERFDA NIRRT
® TOUSAFIEIEL-F TO0SLDRENGIENT TS
® W EFDEFHIIE T EHAE 1 DEFHIFENT

— A[EGNREZEDTACAA, BERIFEKTES
- {232 T, 1VNURETHDON? BEELIEFH?

B TAERENRHFEA DI
® TNEREIFIRDERY: BIREEH RS YZFEIEHEIZTEET BIE

@ HEHEHILT RIEREFIIAE
— MEBEREEDOBBTITOTAMME, AlIZIToTLNS
— BRI OICAIZEAEEIE

<HEL>
" FREOHIERFET—<
EIFOEHEEY—IL
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FE DEI

® YIFDTFIHBIIETRIDHE - K5 T
® ZJHJT XML LFEIE -~ 0E/FLFEPST

® D BEDERICH I TAELIEREN BHS

® FFAAEHTIE, CC10E TS L HESL
® L, BFHITRIML, BBEDTIMEEKZF/ZSIZFERT > TLVEL)

® FCTC BHEBDTIRFEHET SILAHAEDELDBH S
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